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1
—; x as part of y
p(Y =y|X =2) =4 2" : (36)
0; = not part of y
Rz
1, = as part of y
p(X ==Y =y) = : (37)
0; = not part of y

PB4t “x as part of y” (“cfF yHIES 73 ) H1 S Sy o 8 STR BN B B SCo#0 A 1 5E 18
FELIRSE BN B m R B SR A 57, (HIRSA R €58, it LAZAER & B3, E3081),
1 “z not part of y” (“c ANy IR ) $ eI ARE SCyXs BLATHASC. eIy w] DUE LN ff o #5847, B
BAETSIMBENUH TS A BE, Bt 5 iy i) — #2010 g g 2(36) F1(37) M 2k AFE . T2 458
ARSAHIINEAETE N

1 1 1
FmFn 0 om om
i B o0 2
omFn om 5n
=1 ) . (38)
. . o
1 1
omFn 0 e 2m+n yon aon
fREAE1E N
1 1
o 0 ... 1 ... =
1 1 - ... 0 %
27 on+m
I . (39)
L 0 _1
on on X2n+m on+m

B MR B &G — a2 AL, HRHERE § 1T RAINL, HR#aEE.
(39 M % e B 46 B i — S 1AL, HRH N E; § 17 H27M, HRHERAE N
BB HBEH(Y) — HY|X) =n = H(X) — H(X|Y), #75 RRSAAH L BEHL N
B sE R, RIS AN T BN 5.
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A SCHIESE T Markovid B2 (1 8 2 56 78 0 [ 1 R 300 1%k, %o 2 81 %6 b & 4t 76 B AL iH 5 B 3R A
f PLBC B 0 B S B O T RINLRIEEAT 1R, JF BRI 56 3 IR % PE M arkov AE R T
SCRIEAT RIEG, LA BENLIR AR RSAFIE I AT SE A BN TR JFE N Kokt — B 7 a3k
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Generalized invertibility of Markov matrices
LU Cheng-gang
(School of Mathematical Sciences, Zhejiang University of Technology, Hangzhou 310013, China)

Abstract: For uncertain input-output systems, the existence, uniqueness and reversibility of the
state transition probability matrix (i.e., Markov matrix) between the probability distribution vectors of
input and output random variables are considered, as well as the consistency relationship between the
generalized reversibility and the one-time pad theory and the security of the public key cryptosystem.
Considering the Markov matrix as a communication channel, when the channel capacity is non-zero,
the Markov matrix exists, is not unique, has a rank not less than 2, and does not have a generalized
inverse; when the channel capacity is zero, the Markov matrix exists, is unique, has a rank of 1,
and has a generalized inverse. In particular, when the input and output are both equally probable
distributions, the Markov matrix has a Moore-Penrose generalized inverse. Furthermore, when the
number of states of the input and output is the same, the probability distribution of the input or
output is the equilibrium state distribution of the Markov matrix. And the Markov matrix with a
generalized inverse is exactly the channel for asymmetric encryption and decryption of the public-
private key cryptosystem. Combining RSA and Elgamal algorithms, positive and negative examples
are given.

Keywords: Markov matrix; Moore-Penrose generalized inverse; one-time pad; public-private key
cryptography; RSA algorithm; Elgamal algorithm
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